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There is an old saying commonly attributed to Napoleon Bonaparte, “what one should really
fear is not a competent enemy, but an incompetent ally.” While this has held true over time
in a military context, it remains painfully true as applied to data security. Recently, two more
entities, Quest Diagnostics and LabCorp, have learned this lesson. They join other targets
such as Best Buy, Sears, Delta, Target and Chili’s in learning that in the interconnected digital
economy, all it takes is one weak link to create the opportunity for a data breach. Naturally,
this leaves a question – what happens next? When the third party’s data protection has failed
and the breach has gone public, it may not be readily clear who is responsible for making the
customers, and the entity whose data was lost, whole. A failure to account for what comes
after risks being held liable for the breach, both legally and in the court of public opinion.
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What Happened to Quest Diagnostics and LabCorp?
Quest Diagnostics and LabCorp both recently suffered a breach due to a vulnerability in a
third party’s data system. Both entities used a third party, the American Medical Collection
Agency (AMCA), in order to bill and collect payments from patients. While specifics regarding
the breach have not been disclosed as of yet, the breach has exposed credit card information,
names, date of birth, phone numbers and other crucial information for millions of patients.
Learn more in our most recent alert highlighting this breach.
This has sparked investigations and class action lawsuits against Quest Diagnostics and
LabCorp in a variety of jurisdictions, with more likely to arise in the near future.
What Can You Do to Limit Liability Arising from the Actions (or inactions) of Third-Party Vendors?
Regarding third-parties, there are four main ways to curtail liability: (1) awareness of your
organization’s own data flow; (2) creating contractual protections; (3) requiring compliance
with established standards; and (4) ensuring that the third-parties adhere to all applicable laws.
1. The first step is being aware of your organization’s data flow – both when data is under
your company’s control, as well as when a third-party possesses the same data. Just as
many businesses hire specialists to employ methods to track physical products from base
materials to store shelves to determine the most efficient, secure way to create a profit,
the same mentality applies to data. When planning to engage a contractor, the hiring
organization should list, for its own reference, exactly how it receives the data from the
consumer in the first place, what kind of data it receives, how the data is handled and
how much data will be shared with the vendor – as well as the reason for sharing the
data. Knowing if an entity is going to be processing crucial information, like payment
information or social security numbers, will better inform what kind of safeguards need to
be taken (i.e. contractual safeguards or insurance). If multiple contractors are used, then
flowcharts, or similar pieces of information, can help speed along estimates of damage if
a breach were to occur.
2. The second step is creating contractual solutions. An organization should consider various

contractual obligations to limit their own risks in using a contractor, in addition to completing due diligence on the
contractor’s security system and track record of cybersecurity incidents. The contractual requirements may include:
a. Requiring that the contractor allow your company to audit the vendor’s security systems;
b. Require the contractor has insurance regarding any data breach (and name your company as an additional insured);
c. Ensure strong indemnification language that protected the organization against harm resulting from a security
breach;
d. Require regular penetration testing; or
e. Place specific restrictions on the ways that the contractor may collect, keep or use the data.
3. The third step is requiring vendors to adhere to well-recognized standards. These should also be incorporated into the
contract. The purpose of setting standards is to give a contractor something tangible and attainable to aim towards as
a security measure. For example, a vendor might be required to be in compliance with the NIST or ISO 27001 standards.
Or, a company may choose to require that, following any penetration tests, the contractor implements a patch in three
days. Similarly, an organization can require that contractors encrypt data, and engage in cybersecurity training for
their employees at least three times a year. There are a plethora of options – but requiring adherence to an established
cybersecurity framework will help protect data and limit liability.
4. The final step is simply ensuring that your company, as well as outside vendors, adhere to all the applicable laws. The
GDPR, Privacy Shield, and the new California Consumer Privacy Act (CCPA) all implement requirements on an organization
to police its third party vendors. This effectively boils down to self-policing and ensuring that any contractor is aware of,
and following, the requirements set forth in the agreement between the organization and vendor.
A Final Reminder
While an organization can do everything in its power to safeguard its data, and the data that consumers provide to it, there
is no panacea. Third parties can help increase security, or they may increase risk due to lackluster cyber security practices.
While this does not mean that a consumer will be blameless, or that the contractor will magically become liable for everything, it does mean that the additional link in the supply chain must be accounted for and secured, as that link may very well
be the marginal difference in avoiding a breach.
Securing your organization’s data will always be a complicated affair, and ultimately is an exercise in risk management. Security will likely never be perfect, but it can be attainable by intelligently balancing risks and preparing for the worst.
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