Legal Affairs

Guarding trade secrets

Its what the competition knows — and how its knows it. Interviewed by Jerry Roche

he lerm “lrade secrel” conjures up

images of shadowy figures making

clandestine deals in dark alleys as a
clock somewhere in the background
strikes midnight. Bul nowadays, wade
secrels can be exposed and even passed
around wilh one or lwo simple keyslrokes
on a home compuler.

“You can'l be oo careful aboul guarding
lrade secrels, particularly now with Lelecom-
mulers arkd hackers having access Lo compa-
ny compulers, and cell phones (hal can (ake
pholos of your business. Just because you're
paranoid doesn’t mean someore’s not fol-
lowing you,” says Tom Newmeyer.

Smart Business spoke with Newmeyer, a
founding pariner of the law firm New-
meyer & Dillion LLP, about how Lo safe-
guard Lrade secrels.

What is a frade secret?

According Lo the Uniform Trade Secrels
Acl, i's defired as, “ ... information, inchuding
a formula, palterr, compilation or program
that (1) derives independent economic value
— actual or poletlial — from nol being gen-
exally known Lo Lhe public or to olhers who
could obtain economic value from ils disclo-
sure or use; and (2) is the subject of effoils
that are reasonable under the cireunmsiances
Lo mainlain iLs secrecy.

MoslL businesses (hink of customer lists as
something they wanl lo prolecl Another
example of a lrade secrel is aformula, such
as he one for Coca-Cola The Coca-Cola
formula hast'l ever been palented, bul the
company has kepl il asecrel for 100 years.
Palents protecl you, bul arice cnieruns oul,
everybody in the world can manufacture
the producl. Coke keeps ils formula secrel
Lo protect its competilive advanlage.

Why is it advisable for corporations 1o safe-
guard their trade secrets?

It all has Lo do with compelition. You
do noL wanl somebody Lo lake your
lrade secrels, your properly, away from
you and compele using thal property.

Lels assume (hal I have a client list for
all the deparlment slores in my area. IU's
nol a proleclable wrade secrel because
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the informalion is public.

But if I am an insurance agency and
spend years compiling a list of cus-
Lomers who purchase a particular insur-
ance producl, when their policies renew
and what their premiums are, thal is a
lrade secrel I need Lo prolecl.

How do you saieguard your secrets?

Firsl, you have Lo implement proce-
dures Lo keep thal informalion prolect-
ed. Have all your employees sign an
acknowledgment thal cerlain informa-
Lion is confidential and belongs Lo the
employer and hal they will not disclose
that informalion Lo arnyone.

Next, restrict access wilhin the compa-
ny. For inslance, reslrict compuler-
accessed informalion with passwords
that are given only Lo employees who
need Lo lmow Lhat information — and
change Lhe passwords frequently. You
should also have policies denying visi-
Lors access Lo cerlain areas in the com-
pany unless (hey're chaperoned.

Unforlunalely, as a resull of Loday’s
Lechnology, you can't be (otally secure. A
salesman may have his entire contact list
on his cell phone. I don'l know a way
that you can aclually protect informa-

tion on an employee’s cell phone.

How does taking steps 1o protect your trade
secrets make your company maore secure?

Lel’s suppose asalesperson leaves (he cont
pany and starls soliciting all those cuslomers
he sexviced for you. K your customer list
qualifies as a rade secrel, under the law, you
can gel an injunclion Lo keep thal salesman
from going afler those cuslomers.

You would need Lo file alawsuil and seek a
preliminary irjunction. Nire times oul of 10,
the case is over if you gel the injurction,
because (he person who's lost will nol want
Lo liligate whether (hey can contacl the cus-
lomers when (he case is over. The case sim-
ply takes so long (hat all (he value from (he
cuslomer lisl to the compelilor is gone.

Anolher problem is if you allow employees
lo access youwr compuler from home.
Somecrie can log into the compuler, dowre-
load all the contact info, print il cul al home,
and youd never lmow ahout it Bul if you
have auditing software, you'll know immedi-
alely what they're up Lo. The software canbe
very valuable in gelling an injunclion,
because ils proof hal someocre’s viclaling
the (rade secrels.

What role does a law firm play in protecting
trade secrets?

By advising Lhe client how (o prolect ils
specific nformalion. Cne of the big mistakes
thal a lol of lawyers make is (hal they don'l
Lailor (he lariguage of “lrade secrel” Lo fil the
pardcular customer. They make Lhe defini-
ton of wade secrel so broad (hal il almost
mears nothing al all.

Al Newmeyer & Dillion, we uy Lo find oul
whal truly is important Lo the client and Lailor
the agreement so il slands abelter chance of
beirig enforceable.

We recommend thal our clients protect the
corfidentialily of (heir wade secrets wilh
employee policies and wrillen agreemetis.
And (he policies and agreements should be
wrillen by lmowledgeable coursel
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