Inside Track: NDA Lessons From Stormy Daniels | A Cold One With AB InBev’s GC
Newmeyer & Dillion’s Managing Partner Jeff Dennis was recently interviewed by Stephanie Forshee, a
reporter with Law.com, for their weekly briefing, Inside Track. The full text from this segment has been
copied below.

Question of the week –
Do you have a pressing question you’d like answered? If so, send it my way. This week’s question: How can GCs
help board members and other executives protect themselves from liability in the event of a shareholder class
action tied to a data breach?
In the wake of Yahoo’s massive security breaches and recently-announced settlement of pending securities
litigation, general counsel must take proactive steps to limit exposure for their board members and senior executives.
Quite simply, the best approach to protection from liability from a data breach is to take all necessary steps to
avoid the breach in the first place. Obviously, this is much easier said than done.
However, a general counsel’s first job with respect to a Board of Directors involves educating the Board. A Board
must understand that it is responsible, at the highest level, for oversight of a company’s cyber risk. A Board, with
assistance from the GC, should take steps to account for this responsibility, including the following:
· Assess the company’s cybersecurity posture.
· Self-evaluate and self-educate with respect to published standards such as the National Institute of Standards
and Technology, or NIST.
· Set and prioritize cyber initiatives, along with a completion timeline, and require regular feedback / updates
on progress of these initiatives.
· Examine external risk management, such as vendor contracts and cyber risk insurance.
In addition, the GC can lead a discussion with the Board and senior executivesto answer key questions surrounding
cyber risk, such as:
Does the company treat cyber risk as an enterprise-wide risk, or simply an IT issue? Has the company identified
its “crown jewels” and how are these key assets being protected? What standards are being used to structure a
response to cyber risk? Are qualified individuals managing the company’s cyber risk? Have employees received
adequate training to understand and avoid cyber risk? Are appropriate disclosure controls in place for proper
notification should a cyber event occur?
At the very least, even if a data breach cannot be avoided, the GC can point to the proactive steps that the Board
has taken to address cyber risk – in an effort to lessen any resulting liability.
Finally, the general counsel can also ensure that an appropriate Incident Response Plan (with a well-planned
communication strategy) is in place should a breach occur. Having an appropriate plan in place should help a
company avoid many of the mistakes that Yahoo made with respect to disclosure, timing and communication.
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